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W'Y 2020 Event Schedule (2020488~2021438)

(2020410A8HRT)

Courses [ Awmiseps | o517 | Nowis | NodoDes | miezs | Wiz |
SEC401: Security Essentials Bootcamp Style SEC401 SEC401 (w1)
SEC487: Open-Source Intelligence (OSINT) Gathering and Analysis SEC487
SEC501: Advanced Security Essentials — Enterprise Defender SEC501
SEC540: Cloud Security and DevOps Automation SEC540
SEC504: Hacker Tools, Techniques, Exploits, and Incident Handling SEC504 SEC504 SEC504 (w1)
SEC511: Continuous Monitoring and Security Operations SEC511 SEC511 (w2)
SEC530: Defensible Security Architecture
SECH42: Web App Penetration Testing and Ethical Hacking SECbH42 SEC542 (w1)
SEC545: Cloud Security Architecture and Operations SEC545 SEC545 (w2)
SEC555: SIEM with Tactical Analytics
SEC560: Network Penetration Testing and Ethical Hacking SEC560 SEC560 SEC560 (w2)
SECH99: Defeating Advanced Adversaries - Implementing Kill Chain Defenses SEC599
SEC642: Advanced Web App PenTesting, Ethical Hacking & Exploitation Techniques
SEC660: Advanced Penetration Testing, Exploit Writing, and Ethical Hacking SEC660
SEC760: Advanced Exploit Development for Penetration Testers SEC760 (w2)
FORB500: Windows Forensic Analysis FOR500 FOR500
FORS508: Advanced Incident Response, Threat Hunting and Digital Forensics FOR508 FOR508 FOR508 (w1)
FORS572: Advanced Network Forensics: threat Hunting, Analysis, and Incident Response FORG72
FOR578: Cyber Threat Intelligence FOR578
SEC5H88: Cloud Penetration Testing SEC588 (w3)
FORB10: Reverse-Engineering Malware: Malware Analysis Tools and Techniques FOR6B10 FORB10 (w1)
ICS410: ICS/SCADA Security Essentials ICS410
SANS NetWars Cyber Ranges
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Training Roadmap

SANSHIBH I B EIENIRI—RAAVUF 1S5 AlF.
TFIVTF A DB CRENGEMAFILZBEITZHE
D TCEFIT . Fe.VIMNIIFEEEVPICSTVI =T,
BREECLHFIESEE EBEAREDALZEWRELE
A—-ZAHSAVFvIFUTVET,

Baseline Skills

New to Cyber Security Concepts, Terms, & Skills

Cyber Security . .
i —— SEC301 Introduction to Cyber Security | GISF

You are experienced in technology, but need
to learn hands-on, essential security skills
and techniques

Core Techniques Prevent, Defend, Maintain

Every Security Professional Should Know

Posentials  SEC401 Security Essentials Bootcamp Style | GSEC

SEC504 Hacker Tools, Techniques, Exploits,
Techniques  and Incident Handling | GCIH
EENBTAN—tF1UTEBZELEITIEIAF T
BOAHEIFEEREL SEBRHOEZHICEDVTIYRT A
ZREL. A VYT UM REUCBBICTDA VYT UNE
BETEDRIICTDIHBEDAFIL YN ERBITDLIIC
N —Z2 TG 2RBNHIET tF1UTAZRIRT BIC
[F EF VT EBHZIBL I PO RFILDN—=ZS5A
VB WKERRTEIT DNENHIET,

Security Management  Managing Technical Security Operations

Every Security Manager Should Know

Leadership q q .
Bl MGT512 Security Leadership Essentials for Managers | GSLC
\ 3 Critical SEC566 Implementing and Auditing the Critical

Controls Security Controls - In-Depth | GCCC

Security —

Focus Job Roles

You are experienced in security, preparing
for a specialized job role or focus

Monitoring & Detection intrusion Detection, Monitoring Over Time

Scan Packets & Networks

Intrusion

Detection SEC503 Intrusion Detection In-Depth | GCIA

Monitoring&  SEC511 Continuous Monitoring and Security
Operations Operations | GMON

BHEBORBE CTHREL TV LZRI T BICE BERAF
IWEBEND YN RET T EF2UT DEBERTET D
[Cl3 EsRY —)LERFIL CTRRAIL. T DD BRI S D
e DRAFIVERDBDINEN B IET .

Penetration Testing Vulnerability Analysis, Ethical Hacking
Every Pen Tester Should Know

SEC560 Network Penetration Testing and Ethical

Networks - cling | GPEN

SEC542 Web App Penetration Testing and Ethical

WebADDS  4iacking | GWAPT

FREFDIFBIENTEDEMRE BIHEHEET DL
[CHFRLTVBEPIREIFEBDRAFIVEYMUETT,
LyRF—L/TIW—F—LEBEOEARRAZ. E5HEEZR
DIFBICIFHHEFRIFDERFERBDY—ILDMET,
ZNSIEBEDEFIRNFHHZLE Y DIcHICRTRTH
BEVSTETT,

Crucial Skills, Specialized Roles

You are a candidate for advanced or specialized training
Specialized Defensive Area
Blue Team SEC450 Blue Team Fundamentals: Security Operations and Analysis
OSINT SEC487 Open-Source Intelligence (OSINT) Gathering and Analysis
Advanced Generalist ~ SEC501Advanced Security Essentials - Enterprise Defender | GCED
Cloud Security SEC545 Cloud Security Architecture and Operations
Windows/Powershell - SEC505 Securing Windows and PowerShell Automation | GCWN
Linux/ Unix Defense  SEC506 Securing Linux/Unix | GCUX
SIEM SEC555 SIEM with Tactical Analytics | GCDA

Development Paths

Industrial Controls
Every ICS Security Professionals Should Know
Essentials 1CS410 1CS/SCADA Security Essentials | GICSP

ICS Defense . .

& Resporse 1CS515 ICS Active Defense and Incident Response | GRID
ICS Security S

In-Depth 1CS612 ICS Cyber Security In-Depth

NERC Protection

NERC Security  1CS456 Essentials for NERC Critical

Essentials Infrastructure Protection | GCIP

Other Advanced Defense Courses

SEC530 Defensible Security Architecture and
Engineering | GDSA

SEC599 Defeating Advanced Adversaries - Purple
Team Tactics and Kill Chain Defenses | GDAT

Specialized Penetration Testing Focused Techniques & Areas

In-Depth Coverage

Vulnerability Assessment ~ SEC460 Enterprise Threat and Vulnerability Assessment | GEVA

SEC660 Advanced Penetration Testing, Exploit Writing,
and Ethical Hacking | GXPN

Security Architecture

Adversary Emulation

Incident Response & Threat Hunting  Host & Network Forensics

Every Forensics and IR Professional Should Know

FOR500 Windows Forensic Analysis | GCFE
FOR508 Advanced Incident Response, Threat
Hunting, and Digital Forensics | GCFA

Endpoint
Forensics

Network FORS572 Advanced Network Forensics: Threat
Forensics  Hunting, Analysis, and Incident Response | GNFA

RARMPRYND =0V AT LAICET B REZTIHE
P EBROFAEERUCALY NN Y T4V T EITIBEIC
(& B ZFMBICOTL BY)RMER BB EZHRE - R1T
TED A VYT UNNYRUY T OIEIGDEZ(F 20T
WA TEECERARBRTOT Ty 3T VA UETT,

it SEC760 Advanced Exploit Development for Penetration
Testers
Web Aops SEC642 Advanced Web App Testing, Ethical
PP Hacking, and Exploitation Techniques
Mobile SEC575 Mobile Device Security and Ethical Hacking | GMOB
Wireless SEC617 Wireless Penetration Testing and Ethical Hacking | GAWN
Python Coding SEC573 Automating Information Security with Python | GPYC

Digital Forensics, Malware Analysis, & Threat Intel - Specialized Investigative Skills

Malware Analysis

FOR610 Reverse-Engineering Malware: Malware

Malware Analysis Analysis Tools and Techniques | GREM

Threat Intelligence
Cyber Threat Intelligence  FOR578 Cyber Threat Intelligence | GCTI
Digital Forensics & Media Exploitation

Battlefield Forensics
& Data Acquisition

FOR498 Battlefield Forensics & Data Acquisition

Smartphones FOR585 Smartphone Forensic Analysis In-Depth | GASF

Memory Forensics  FOR526 Advanced Memory Forensics & Threat Detection

Mac Forensics FOR518 Mac and i0S Forensic Analysis and Incident Response

Advanced Management Advanced Leadership, Audit, Legal

Management Skills
Planning, Policy, Leadership MGT514 Security Strategic Planning, Policy, and Leadership | GSTRT
Managing Vulnerabilities  MGT516 Managing Security Vulnerabilities: Enterprise and Cloud

ST D EFIUTAEE TOBREEFAUTAF— L%
BYICERIT DU —HUETT, ZNOEEET IR
—IvlF AT UBT I ZHIVIMEEZTOINDIFITldHIE
BAN EF2UTAEIEOSRE LB —DRFE. 2
BUEMEEDOPUERY, RROAEREZITS LTZED
HBE13570./09—ET0—LD—=2(CDO\WTHRICH
STWAHENHIFET,

CIssp®

Training MGT414 SANS Training Program for CISSP® Certification | GISP

MGT525 IT Project Management, Effective

Project Management Communication, and PMP® Exam Prep | GCPM
Audit & Legal
Audit & Monitor AUD507 Auditing & Monitoring Networks,

Perimeters, and Systems | GSNA

Law & Investigations  LEG523 Law of Data Security and Investigations | GLEG

DevSecOps
Every Developer Should Know

DEV522 Defending Web Applications
Security Essentials | GWEB

SEC540 Cloud Security and DevOps
Automation | GCSA

Secure Web Apps

Secure DevOps

COURSE LISTING KEY:

Topic Course Code

Essentials 1CS410 1CS/SCADA Security Essentials | GICSP

Course Title

65+

To learn more hands-on
about additional courses
SANS courses, go to:
sans.org/courses

See in-depth course
descriptions and the digital
version of this roadmap at:

sans.org/roadmap

The most trusted source for
cybersecurity training, certifications,
degrees, and research

GIAC Certification



— W
SANS FL—Z=29TJF—3 Yk
SANS Institute [¥. 547 3—X. OnDemand d—RKREDRHEICHHHST . NL—=VT
TESNZHHE - A+ - BERIESTADHFHEZ LA L52NTEHLTVET,

SAT1—-RAVANSTV3aY

FPUETZLNV—Z0T4RVB
SANS Dy T A YRNSTI—DEET DS TA NI, FhfeBH
ROHERETHN—ZVT T4—XVNTT,

- ESTHER CEPHNI(TTON D5

- SANS SBEA VAN TI—EBEHEIVITNTEDRIE

- B DZHEELDEFRNIRT « A vay

- NetWars b—7 X~/ k4 Community Night 2EDR—F+2tzwv > 3

VIRE, THELND DTS LD 3R

DY VRYDCRSANARRE, H+I—XN EBFICETL. 1,000A
B EDSMENES KRR —Z VT A RSO EERESNT
(AES-2

RAETR BRTHI100—REENM DDA RVNTCEESN, BLZ
300 A DEEENEZDMRECHELTNET,

Summits

Summit (FXwh) EFEND T+ —<vhE 1-2 BETTHhNS 3=
ZTAANRYRTY, BRADEFPRNAE—H—EUTERBL. S0
BFERA CERBRRRBEITVED,

FSAR—=RIS5R

25 AL EDEBEN VNI, SANSREA VANST I —ERET HTE
NTEET, BEBFEOEF1UT(FEN B> TERDSATI—2
TRIABULBVSER, REDEIREED=—RICBIHALET.

v, 2 O Vbl
SANS DF >V SA VU —ZV T (&,
SA T OA—-REAEFEDE B R ==
OB ESITIRELET,

30 -2 EDBEIRE#ETHEL.
WDOTHECTHFEREEICTET
TFEI, mREHOAPSIATI-X
DRMERICI A =T hEDIRD ol
FRE, BERTADASIA VA
> 1—2X (OnDemand) Z5 L.
GIAC REBEZERELTVFT,

SANS h\L—Z=V 0 %&AVSAUT

ZEITBIAUYRELTIZ,

cBEDORX—XT4hAMEICDE>
THETED

- ERYIFCHUETOLRETRE

cSATRV—ZTERUNY XA Y
EGZEOETH

* IRER - IERRE DRI

- BEPHIBREBES DV T
RELKFBTED

SANS OnDemand. vLive, Simulcast,
SelfStudydETOT S AIF. #1005
DFOTzvyarbickd B R—k
FHIT, SATh—Z VT ERER
BUREZCRHELET.

> Il
BuNDLE

ONDEMAND

WITH THIS COURSE
ww.sans.orgfondemand

‘LEEIChES
TFaUTA AFII%Z
ERTENTE BHHD
REULTWVL SRS ZHERT D
ZENTEFLL

SEC50185# (V2T LA ¥ FTL—7)

]

SI(NS Baseline ékills :

Core Security Techniques

Security Essentials Bootcamp Style

REHK ™
46 CPEs

Secure Japan 2020

3A28~14H

Cyber Defence Japan 2020

6H298~7RH11H

Tokyo Autumn 2020

10R5H~17H

Osaka 2020

11R9H~14H

BASEHEMZERL.
HAECERZITLET,

GSEC certification

Security Essentials

www.giac.orglgsec

AI—ZIF. SANS DEL—Z2TSA VP v OB TRHRELS—IBI—RT
T TOI—RT. GIAC D GSEC RERSICHEIRENVUF 215 LZEBITN
E. NERFE - BBOREZRARICERALC, BEREF1IUTEBICBITD
FrUPTPVITZRBIENTEF T, Ffo. COI—RA TSR DA S EL Al
HBEY AT LADEFIUTEROBERZBIHC(CEST. FEBEDERNITX
792 L THEARTRIZEDEFD TLLD,

BHEBICEOTURTERATIN? > ZOURITBERHEEXEDEVLWRIT
IH? > ZOYRITZERT IROLIIROTRAEIIRIFATTIH?
TFaUT L ELKHRT 2D FICEPTBH LTI, SEC401 TlF. IV
E1—9&BREF1UT((CRT2EBEEMBERZZVET . HRIENVYRT
LVIEBZRETD2EANGDEGICE. MEBESNDEANTHRNZEF1Y
TR TR IR EN TEFT,

Hacker Tools, Techniques, Exploits, and Incident Handling

REHK 6B
37 CPEs

Secure Japan 2020

3R2H~14H

Cyber Defence Japan 2020

6H298~7R118H

Tokyo Autumn 2020

10A58~17H
0Osaka 2020
11H98~14H

BHASEBEMZRERL.
BHAECTHERZITLET,

GCIH certification

Incident Handler

www.giac.org/gcih

AI—RF. BEHZIEOROVNEZOFOEFMICERL. TNEBEAME
FHEDORBEBARIDOREEEREEL ., RRN—Y3V T IANDRENERA
IFUNNVRUV T TRADELDCBDEABNELTVEY, 8igd/\vt
TWEFMDBRICELEST . FPIVA—ICLDWMEFEEFMR TV E
TRE(OWT D, 8. VARV AETREICL, BN Ot edY
Ea—9 40 F VNN YRU I FEDBEEBERLET, FUTCEZZBUT.
TIvA—ELIEICEF 2T A R—ILERA T DIFEZITVET, I5IT, %
BDERVENEBEREDBOFIBE. SHLIOFREEV e, AVE1—9F7 9V
DUARY A THETENGREIBIC DO VWTHEW EIFF T,

COOA—RF. BITA VT UNURUVTICHEDDHDZEEBHBDLET,
Ffe. —BROBEFIUTAER, YRATLAEE, BFaUTBEREFBLL
TWBHICH, WEDELE, #8450, VARV RZE{TIEHDI AT AERET. B,
BROAENEBETCEDEVN DR TER CULD,



GCED certification

Enterprise Defender

SEC501

Advanced Security Essentials - Enterprise Defender

www.giac.org/gced

Cloud Security and DevOps Automation

ZEOM6A™N AI—RF. TFIUTAF— AP ESTDHD AT RIS —EFSTTAADE ZEBSE™ AO—2RIF. r%ﬁ%%c‘:i%ﬁﬁ_%\ JE_#JU?4®§F‘?%?(C\ DEVOps c‘:?f'?ﬁ‘bﬁ-\\t‘\
38 CPEs THPENBESHEHTNTNET, HFNS [FHFEL. BAEHE) 5TV 38 CPEs AZRRL CREEA /I FANTTF v IIT T EmR - RS SHEERU,
Secure Japan 2020 ETIGBUET. UL, LIRS0 DI TREEASTHBABIEE Ao Tk Secure Japan 2020 e s o gﬁ%ﬁﬁggggggﬁguv -
3H28~148 D—JtFaUT4(F. TEERRIZLOREBERE, FEUA VYT UNEREIC 3828~38148 ek 2 IEE% A e L,m?z) Bevas tjf j Jrapaisy
Tokyo Autumn 2020 IRIBLCEIISITT S5 [PREVENT - DETECT - RESPONSE] Bl =7 BRI/ FIER SLhSDHIEERLT. Secure DevOps DEE#RILET, Gitlab.
10B58~178 IRDIC, IBARBLLET SHNEDBIET . Puppet. Jenkins BEDHF —FY—RY—LEBALT. A2 ISANSIF»
p—— - BBk WEZHE, EBRT —IZREITDCHDREDSENICENNDST EPFUT —vaVEEERICEE, TAN, B TE5%21 DevOps Cl/CD
SBAM/REER W<OHDBEIFHNLTLESTULD. Lich'> T $BIEEIS CHER AR T Y—LFT—VEERLE T, I—R%%D 3 BETIE. DevOps DO—J0—

TRRENBVET . TNE. RvND—T FERNDNST4v I ZIBHEL. BE
DIfEZEERL. RARIICREBPEBEZERTE T DD/ —23 T ANEETS
EDHTZEAERICERT 2L THRIRELER T, RIS, BEMRASN/ B = THRD
DEYICHINL. BERTAV VI VI ERITIDUENHIEFYT, BEEHNED
FOICTRAUICNDZIRE T B EICROTRIONIAHISE. FERE PEFBLLEX
RICTa—RNvTEN, EFAVTASATTA DI ET T ITBIENTETEFT,

AI—TlE, HHEOBEREFIVTAZBRITDECDERDIBIETCTFI,

Continuous Monitoring and Security Operations

GMON certification

Continuous Monitoring

www.giac.org/gmon

RZEIZSORICEITU. AWS ZERUCY NI 7 ZEFa1UT A+ TRET DS
EBBULET, ClI/CDY—ILFI—rZFERLT. JIOREBBICZ SUsr—3
VERATOY—ERERBETEDTISOURA YV ISANS I F v BRLUET, F
feo AWS BFaUT A —EABLCY—ILEFERULT. I5OURA VTSRS
ITFvBLOT I —2arDOlEssEEDHT - IEIELET,

AI—RTld., BEMEMEIE ("Infrastructure as Code"). HEGEHIFRS. kT
WERE, #MENERE. JvFHb, Y708 XyF—yay, BEIV 54
72 ("Compliance as Code"). ##HIIEZSI UV TIREDIHDIRTIFZRM
EV—IVERFERL. AV ISANSIF o7 Ur—a v aBE{bd 3/ D/\D
ETT I EBEBUETD,

SHOK6EM SETBDRE - BEN. S<OBE - B2 - AHERELT, Y4\~ L0 Cloud Security Architecture and Operations
46 CPEs BRCYAN-BRICHU T SAN > TEFUIZ, CORIBERBHEICHD SHONSEM 2 < OIBEH T SONBECBEA Y IS0 F—IEBTTBICONT, £+l
PD5Y., VERICRABBICH>TVET, 30 CPEs F AP EEBELEECBSTVETH, BLDISIRTONA TS, PIEELS
3828~148 T4 P —FFIOFoRESEE (7 FO—F) ELT. RyNI—J8FaUF [CET 23RBS ERRLCHST. —RIICEEINTVSEF1UT«
E218 (Network Security Monitoring: NSM) . #5975 521f <4270 (Continuous 3820~140 :I\/I\D—)l/@%t/u\&‘bi‘bﬁ'jHiiiﬁﬁlgiﬁ)ﬂiﬂtb\ﬁb\%éﬁﬁUi‘g“i \
10858~178 Diagnostics and Mitigation: CDM) . #5978 tF2UF <84 (Continuous AI—RTHE Cnb@ﬁ%?ﬁii“—'JQL?HY%ﬁa#i@:o_g&tmigﬁaj'j'\‘
AR EEER Security Monitoring: CSM) B'&UE T, TNSORAEHIEZZDI—X TR p————— Zj?"“(Sa_aS: Paas. 3‘3::0 Iz-as) @_HWIJE:FIEJT:I’%E\UC/?\/l\D—_)lj\
TECEY. BEEOKFECENE. BERHUBREIMTT BN, BRID ~ [ZORT T EADIRTFHME SHDIIIL T SHED BOEWMAH. 772
#1#> SOC (Security Operation Center) TES{TA2KLDICIRIFET, D SREBHH/ FIEEER ':) —:*(:79\5&175124:—1“')743;45# e¥a 734{7\9/?\’(57—5:12:\:1U
T4, PAOVNEERE, LA T—EZ0ODOIVK—RYNEAN—U, [
&FEBRTOATITT«4T GeERyy) B7 SO—FETOITETERADERBRIAEITD BBV TANDIBNET., . A VIYTEVRNYRUY DTy
CENTIRESTRY, BBEEDSHEZULIENTESTLLD, I, ARVNEE, PFUT—vavtFaUF4ICOVTHRYRIET. 51T,
AI—R3, BFIUTABRICEDHLCE>TENENS ERIELET., SecDevOps EEEHEICOVTHRMNET ., EHETBY—ILOTIZvIER

Defensible Security Architecture and Engineering

GDSA certification

Defensible Security Architecture

www.giac.org/gdsa

KU APIERTU PN EE ST A VY TV DREER MDY F U4 DEE C+1
U« 2572 [CBENME TED VKON DREHD 1 —RT —AZHETLET .
IZORY—EREN AT HEMOMTE DT FMHADI—ATY,

SEC550

ZHEOM6eE™ AI—RF, BICHHTEREFIUTAP—FTIF v EBEUHIT T D RFI ) . .

36 CPEs EBETEDLIICHAINTVET . ENAIL. ISR 0T DERICH-STHE Active Defense, Offensive Countermeasures and Cyber Deception NEW!

2021 15~3R5Ic FHBEBF MBI LEPNOKSCHOTNET, NS, 557 SRERSEM BEOBHORRSACEZLLTVET, (EROBEISEN RSB,

RhEFE DOREHED [EFETES] EETETRL] EVIBERN DI OBALRL (8- 30 CPEs R ET 2D OFL LV EIE AR T 2ABEH BUET, SOICEBRTEIE.
BR] OUFRITEATOLET., TOZETDREF. Z<DF/NA ROFFEE HNKELTVZDN, ZUTZDEHFANELIKIBRT DNENHHEL
ERBEICYA VRV N DEEELEELE T, 10858~176 SIETY, AI—2THFTIMMHNES. IUARETEIHEHHNL, L
AI—ZTlE. EFOBETELREFIUT AP —FTIFvOEBESZVET, Ty FOKBENDINDEEDHIET. WITNICBR REEZRSTE, WEER

AAVTF, =5 TrA704—)VIREDREDA VT 5%Z;EHL. SHERU
TLV2BEZEXIHMRNICEHET BI2HIC. ZNODTNA RZEENT 25 E%
BREULET, Ffoo BFEQREFIUTAAVISEEEIDDICEMFFHLLT D
/JOY—BRELET,

CDI—ATERCFIUTA T —FFTIFvHA VI T UMD TRARICEILDESD
(. SIEM ADEZEROT DIREICHDBA DI, SOC ([CHIFBMHNBTEFa
DT+ BRICHIERIRNME D TLLD,

BEL, REBRICHEEZHREITDINENHDIBE. BRICERTESY—ILD3
L7230z G s U THBLIENERICFDENDTETT,

ZAJ—2[&, Defense Advanced Research Projects Agency (DARPA) 5
EE&IRMHZZ (I Active Defense Harbinger Distribution D>+ 7' Linux BRiE
(CEDVTEHINTVET ., CORBYIVIE, BEIEINRECTIT T35
HZRRICER TETDRIICEONSBEINTVEF T, AI—XITIFEENTE
B DARAICARSNTVET., ZEE—ADEUNBEOMEEREDREECH
WHEH DD, MERN DBEICEETED 7 ITA4 ) T IV AZBBLET,



SIEM with Tactical Analytics

ZEBeHE
46 CPEs

Cyber Defence Japan 2020
6H298~7H118
REBHM /B EER

GCDA certification

Detection Analyst

www.giac.org/gcda

L OB/ TEOTZINET DEREFHIE TN DHFEDHIZLTLRLDY
ZOTOCRARELCVET, Flo. OFYRT AR BYIRBRDFDIHICY—
ADEBBENBEETHITIERT —IV—ANBHRBEDT — I ZINELE
J, RO—RTlF. BEFEOOTYVIU1—3vE@bd2chDFEP S OER"E
BRL. DT DERICEKZEBRIDIENTEXT, HEETIE. SANS AR
VY —RIR|MED SIEM VU1—Y32TH D SOF-ELK ZEAL. KRR T—
IDMORERZERATVRRKEWDS, AE—TYTIRI—ATT,
AI—XTR. BFIUTABEREANRVINER SIEM) O7—FF0Fv&T0O
TRZMIFLE T, TUT. SIEM 255273 SOC [CHEGULTEMRT 3 FIEZZF
BLET. L<DOERBPZIEBHNSINELOT ZAEEDIT I BH(CHIATIRER
TH—XYNIT2FAE BEDHT - FEFE SELCHEZRE<RLEI DT
BRECHBZE[NS, TOTRDELLLZEEEL T, BSADF T4 R(ITHES
THEINSDIRITZES SICRETEDIEZRLE T,
AI—ADIRANBZT —YF. BFOTAN—WEZFALT, #HHENGRER -
DT EZEEBNCERATSIETT,

SEC599

Defeating Advanced Adversaries -

GDAT certification

Defending Advanced Threats

www.giac.org/gdat

Purple Team Tactics & Kill Chain Defenses

==
36 CPEs

Cyber Defence Japan 2020

6H298~7R118
HEEHAM/ERER

FAI—ROEWIF. SHORHDBEZHELEUTHIGT DIcsh| BRI -5
AFIN7EBEITDETT, TRHOHFDEIE TIFBFEOARTDTH D EZEDmU.
SOENREEZHLIE T DD EF 1T A WHEEERE T DT EFZUFT,

20 Ml EDiEBEE. |RIKBICTTOIIY Y1 X "Defend-The-Flag” Z &@LU T. 5
BEFEBRICEDELDICHBZHSDON ZIREHFROHZBEHSEELET,
T —2ARYI TACL DT DB EDEMOWT. EFRITDIHEBDI A, APT K
HAT)UDSHhREY, A /N—EELE, &, ST 2R BEFa
U1 #llfllZEEDKRDICHET DN " 5 HREIChIe>TERBLE I, FFRBELT
F. AET7 T4y 0% GHE T BehD YV RRYI VU1 —3VDOBE, IT7
AO4 DB T I Zw I ERDA MU ZNEF|BU0—Day WEORELE. <)L
D7D, Windows A NV NEERET )U— TR —(C KR DHEILEIDIRA]
EBRLE. RYNDT—ORST4vIDIFICED CRC DT OVI EREEH. ALwbhA Y
FUI TV REFERUEF2AUTAHEBEDNZERETT, Tl ZI—A2ME TR
SV—ILP VAT LlF USB TSN, (REBRIE LTI ICHIATRETT,
AO—XR(CBNTDE. FHENBREEHR D EITRIUFTT, WEEFTHR<ERN
PO TCEET, BETAETESERHEDRICHUTHINTELTITH?

Open-Source Intelligence (OSINT) Gathering and Analysis NEW!

e ==
36 CPEs

Tokyo November 2020

11A308~12A5H
REEEAM/ERER

IRfE. StUANIBVEDEANEHRPBENICMEICEEZE5X1B55T—9F. &4
BTFNAZ=ZNUTBEHZIEA-EFHITD Web A, 77U, V—Iv)UXT o
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Network Penetration Testing and Ethical Hacking

SANS Intermediate and
Specialised Skills

Penetration Testing & Vulnerability Analysis

GPEN certification

Penetration Tester

www.giac.org/gpen
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SEC542

Web App Penetration Testing and Ethical Hacking

Z#EBeH™
36 CPEs

Cyber Defence Japan 2020

6H298~7R11H

Tokyo November 2020

11B30H~12R5H

REEHM/EEHER

GWAPT certification

Web Application Penetration Tester

www.giac.brg/gwapt
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SEC642

Advanced Web App Penetration Testing, Ethical Hacking,
and Exploitation Techniques

Z@EBeH™
36 CPEs

Tokyo January 2020

1H208~25H
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SEC660

Advanced Penetration Testing, Exploit Writing,
and Ethical Hacking

ZEBoHE
46 CPEs

Tokyo Autumn 2020

10A58~17H

REEHAM /EIREER

GXPN certification

Exploit Researcher and Advanced Penetration Tester

www.giac.org/gxpn
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Advanced Exploit

ZHEBeERA
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Secure Japan 2020
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HEEHM/ BEER

Development for Penetration Testers
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GIAC
The Highest Standard in
Cybersecurity Certification
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DEEPER KNOWLEDGE. ADVANCED SECURITY.

“| think the exam was both fair and practical. These are the kind of
real-world problems | expect to see in the field.”

SANS Intermediate and
Specialised Skills

Incident Response and Enterprise Forensics

Advanced Incident Response, Threat Hunting, ww. giac orglgcta
and Digital Forensics

REHH 6B
36 CPEs

Secure Japan 2020

3A28~14H

Cyber Defence Japan 2020

6H298~7R118

Tokyo Autumn 2020

10B58~17H

SHEEHM/ EEER

GCFA certification

Forensic Analyst
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FOR500

Windows Forensic Analysis

Z#EBeH™
36 CPEs

Tokyo January 2020
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Cyber Defence Japan 2020
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GCEFE certification

Forensic Examiner

www.giac.org/gcfe
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Advanced Network Forensics: Threat Hunting, Analysis, and

Incident Response

ZHEBeH™
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Tokyo January 2020
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Tokyo Autumn 2020
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GNFA certification

Network Forensic Analyst

www.giac.org/gnfa
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FOR578

Cyber Threat Intelligence

RFEEHSE™
30 CPEs

Tokyo November 2020

11H308~12H5H
HEEHA/EFNER

GCTI certification
Cyber Threat Intelligence

www.giac.org/gcti
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Smartphone Forensic Analysis In-Depth

ZEBeERA
36 CPEs

GASF certification

Advanced Smartphone Forensics

www.giac.org/gasf
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Reverse-Engineering Malware:

GREM certification

Reverse Engineering Malware

www.giac.org/grem

Malware Analysis Tools and Techniques

REHKeB™
36 CPEs

Secure Japan 2020

3A28~14H

Tokyo Autumn 2020

10B58~17H
REEHM/EFHEER
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SANS Intermediate and
Specialised Skills

Management | ICS Security | Software Security

ICS/SCADA Security Essentials

ZEBSE™
30 CPEs

Tokyo January 2020

1H20BH~25H

REEHM/EEHER

GICSP certification

Industrial Cyber Security Professional

www.giac.org/gicsp
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ICS Active Defense and Incident Response

ZEEB%SE™
30 CPEs
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GRID certification

Response and Industrial Defense

www.giac.org/grid
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NEW!

cYBER

NET

Earn up to
6 CPEs!

DEFENCE

WARS

TOURNAMENT
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The SANS Japan Team
is ready to assist you

SANS JAPAN OFFICE
Japan@sans.org | 03-3242-6276

WWW.Sans.org

NRIE*2770./09—-R
info@sans-japan.jp | 050-3177-4699

Www.sans-japan.jp

f Linked T3

Twitter.com/SANS_JAPAN www.facebook.com/sans.apac www.linkedin.com/company/sans-apac





